· An interrupt priority scheme can be used to ____.
A. allow the most urgent work to be finished first
B. make it possible for high-priority interrupts to preempt the execution of a low priority interrupt
C. defer the handling of low-priority interrupt without masking off all interrupts
D. All of the above
· A character-stream device ____.
A. transfers data in blocks of bytes
B. transfers data a byte at a time
C. is a device such as a disk drive
D. is similar to a random access device
· Which of the following is true of a blocking system call?
A. The application continues to execute its code when the call is issued.  
B. The call returns immediately without waiting for the I/O to complete.
C. The execution of the application is suspended when the call is issued.
D. Blocking application code is harder to understand than non blocking application code
· Which of the following is a principle that can improve the efficiency of I/O? 
A. Increase the number of context switches.
B. Use small data transfers
C. Move processing primitives into hardware
D. Decrease concurrency using DMA controllers

· The ____ register of an I/O port can be written by the host to start a command or to change the mode of a device.
A. status
B. control
C. data-in
D. transfer

· In an access matrix, the ____ right allows a process to change the entries in a row.
A. owner
B. copy
C. control
D. switch


· The ____ implementation of an access table consists of sets of ordered triples. 
A. global table
B. access list for objects
C. lock-key mechanism
D. capability list
· Which of the following is a true statement regarding the relative merits between access rights enforcement based solely on a kernel as opposed to enforcement provided largely by a compiler?
A. Enforcement by the compiler provides a greater degree of security.
B. Enforcement by the kernel is less flexible than enforcement by the programming language for user-defined policy.
C. Kernel-based enforcement has the advantage that static access enforcement can be verified off-line at compile time.
D. The fixed overhead of kernel calls cannot often be avoided in a compiler-based enforcement. 
· The most common method used by attackers to breach security is ____.
A. masquerading
B. message modification
C. session hijacking
D. phishing
· A ____ virus changes each time it is installed to avoid detection by antivirus software.
A. polymorphic
B. tunneling
C. multipartite
D. stealth
· A denial of service attack is ____.
A. aimed at gaining information
B. aimed at stealing resources
C. aimed at disrupting legitimate use of a system
D. generally not network based
· Worms ____.
A. use the spawn mechanism to ravage system performance
B. can shut down an entire network
C. continue to grow as the Internet expands
D. All of the above

· operating systems are designed primarily to maximize resource utilization.
· PC
· Handheld computer
· Mainframe
· Network

· A ____ can be used to prevent a user program from never returning control to the operating system.
· portal 
· program counter 
· firewall
· timer

· If a program terminates abnormally, a dump of memory may be examined by a ____ to determine the cause of the problem.
· module
· debugger
· shell
· control card

· The ____ of a process contains temporary data such as function parameters, return addresses, and local variables. 
a) text section
b) data section
c) program counter
d) stack

· The _____________ refers to the number of processes in memory.
a) process count
b) long-term scheduler
c) degree of multiprogramming
d) CPU scheduler

· ____ is the number of processes that are completed per time unit.
a) CPU utilization
b) Response time
c) Turnaround time
d) Throughput


· ____ scheduling is approximated by predicting the next CPU burst with an exponential average of the measured lengths of previous CPU bursts. 
a) Multilevel queue
b) RR
c) FCFS
d) SJF

· Which of the following scheduling algorithms must be nonpreemptive?
a) SJF
b) RR
c) FCFS
d) priority algorithms
· Which of the following disk head scheduling algorithms does not take into account the current position of the disk head?
· FCFS 
· SSTF
· SCAN 
· LOOK

· A counting semaphore ____.
· is essentially an integer variable
· is accessed through only one standard operation
· can be modified simultaneously by multiple threads
· cannot be used to control access to a thread's critical sections
	
· In systems that support virtual memory, ____.
· virtual memory is separated from logical memory.
· virtual memory is separated from physical memory.
· physical memory is separated from secondary storage.
· physical memory is separated from logical memory.

· A(n) ____ file is a sequence of  functions. 
· text
· source
· object
· executable
· A(n) ____ file is a sequence of bytes organized into blocks understandable by the system's linker. 
· text
· source
· object
· executable


· Transfers between memory and disk are performed a ____.
· byte at a time
· file at a time
· block at a time
· sector at a time

· The SSTF scheduling algorithm ____.
· services the request with the maximum seek time
· services the request with the minimum seek time
· chooses to service the request furthest from the current head position
· None of the above

· The ____ register of an I/O port can be written by the host to start a command or to change the mode of a device.
· status
· control
· data-in
· transfer

· DMA controllers ___
· do not utilize an additional, special purpose, processor
· are a nonstandard component in PCs of today
· can steal memory access cycles from the main CPU
· can access main memory at the same time as the main CPU

· A character-stream device ____.
· transfers data in blocks of bytes
· transfers data a byte at a time
· is a device such as a disk drive
· is similar to a random access device

· ____ I/O accesses a block device as a simple array of blocks.
· Raw
· Stream
· Indirect
· [bookmark: _GoBack]Cooked
· In the UNIX operating system, a domain is associated with the ____.
· user
· process
· procedure
· task
 
· In MULTICS, the protection domains are organized in a _____.
· star structure
· linear structure
· ring structure
· directory structure

· In an access matrix, the ____ right allows a process to change the entries in a row.
· owner
· copy
· control
· switch
 
· The ____ implementation of an access table consists of sets of ordered triples. 
· global table
· access list for objects
· lock-key mechanism
· capability list

· In capability lists, each object has a ____ to denote its type.
· gate
· tag
· key
· lock

· A code segment that misuses its environment is called ____.
· a backdoor
· a trap door
· a worm
· a Trojan horse
· In a paired-password system, ____.
· the user specifies two passwords
· the computer supplies one part of a password and the user enters the other part
· passwords must contain equal amounts of numbers and digits paired together
· two users must enter their own separate password to gain access to the system 


Explain the concept of polling between a host and a controller. 
Answer: When a host tries to access the controller, it constantly reads the status of a "busy register" and waits for the register to clear. This repetitive checking is termed polling. 

Explain the concept of polling between a host and a controller. 
 Answer: When a host tries to access the controller, it constantly reads the status of a "busy register" and waits for the register to clear. This repetitive checking is termed polling. 

What are the four levels of security measures that are necessary for system protection?
 Answer: To protect a system, security measures must take places at four levels: physical (machine rooms, terminals, and workstations); human (user authorization, avoidance of social engineering); operating system (protection against accidental and purposeful security breaches); and network (leased, Internet, and wireless connections).   
What is an access matrix and how can it be implemented?
 Answer: An access matrix is an abstract model of protection where the rows represent domains and the columns represent objects. Each entry in the matrix consists of a set of access rights. Access matrices are typically implemented using a global table, an access list for objects, a capability list for domains, or a lock-key mechanism.

Most systems use a combination of access lists and capabilities.
 Answer: True
Generally, it is impossible to prevent denial-of-service attacks.
 Answer: True

GOOD LUCK FOR ALL 
